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Public Cloud Platforms: The Future of Enterprise Computing

¢ KSNB Q& v entepissy éohpltihg i nioVing faublic cloud platformsThe benéits the cloud brings
including greater flexibility and lower costse becomingoo obviousto resist.Starting now, every IT leader needs
to think seriously abouk 2 ¢ (i K SBU@ platformt S

But this is a big changBelying on a cloud platformyeh as Microsoft Azurd, & RAFTFSNBy edoi2 Y g KI
today. Making thistransition will t&e timeand thought And the best place for youtbeginA 8y Qi y SOSa &l NA f &
200A2dA® 2 KAt S @2 defiticd appitadonslon & pablidekim plafard At So2ng postarting

hereA & yr@aiisticoption for most organizatiorss it feels toorisky. Yet there arether scenarioghat canprovide

value immediatelywith manageable riskvou can start smalfi KSy SELI YR 6KSy &2 dzQNB NBI Ré

This overviewdescribeshow organizations caadopt Microsoft Azure2 S (obk atthe most common scenarios,
starting with the simplestand showthe business valuef each oneThe goal is to helpou think about which
cloud scenariomight make senséor your organizatiortoday.

LiQa dpdupthedisceadios into two broad categories:

Infrastructure senarioghat improvethe operational aspects of runniran IT organizationlhe usualgoal
here is to provide thenost reliable servicat the lowest cost.

Newapplication senariosthat create custom softwaresed by your employees or your customers. The
overarching goal here is to creatempetitive advantagéor your organizationYou do this byleveloping and
deploying new applications faster, exploiting technology innovation to differentiate your firm from your
competitors and in other ways

I & ¢ S atldud @a8dBrEanhave valuen both categories

AddressingCloud Concerns

Microsoft Azure provides computing services from datacenters in North America, South America, Europe, Asia, and
Australia.These datacenters are large and highly automated, which is why they can offer scalable services and low
prices.

But running your applications and storing your data in remote datacenters owned by somebody else can feel scary.
This approach to computing also raises legitimate concerns about compliance with whatever laws and regulations

your organization is syéct to. Beforewalking throughhow you can usa cloud platformA G Q& A telodk NI | y G

more closely at both of these issues.

Security
For just about everybody, the first concern that comes to mind with public cloud platforms is security. You wonder
how you can rely on Azure or another cloud platformhtmdle this for you

You might start by thinkingonestlyabout whether your datacemr is more secure than an Azure datacenter.
Microsoft very likely has more resources than you do to build @petate state-of-the-art security technologieso



carefully vet the people who work in its datacenters, and méfrgou think your datacenter imore secure than an
I'T dzNB RFEGF OSYy(iSNE @2dz2ONB LINRPoOoloteée YAadllSyo

Yetthe realissue with using a publ® f 2 dzR LJt | { F 21NN QR d i Q@A dROHENNES L2y aArAof S F
today, you probably lie awakemenightsworrying Areyour firewall sttings correct? Are your administrators
honest? You worry about these things becatis& S §aM@ponsibility | YR &2 AGQa @&2dzNJ 2206

With a cloud platformthese issues are no longer yours to worry about. In fact, you have no congothem. If

you tour an Azure datacenter, Microsoft will happily let you look at their servers and other hardware from a

distance, buttheys 2 yiQSiii @2dz SEFYAYyS (GKS RSGFAfad | 2dzordbky Qi OKSO]
through the resumesf the datacenter administratordnstead, you have to trudflicrosoftto get this right.The

reality is that usin@ cloud platfornrequires youtotrusti KS LJ I G F2NX¥ Qa LINE A RS NJ

How do you build trust®ost often, youdo it slowly. You start small, s¢kee benefits,and thentake the next step.
This is exactly how organizatiotypicallyadoptAzured L F &2 dzQNB A 1S Y2ad 27F @&2dzNJ LIS
thecloudisi KS NRdzi S @&2dzQft G 1S

And ask yourself this:ddv muchdoesusing Azure requog you to increase the trusyou already have in Microsoft?
After all, you regularly let Microsoft install whatever software the company chooses directly into your operating
system via Windows Update. &0 LINR2 O 6 f @ R2 Yy Qi then2xiiNdate Wilbcandain cogekitiaii K S NJ
steals all of your data; you justust Microsoft not to do thisOver time, Windows Update kgrovided real
0SYSTAGAZ | yiott@viodg@ebsit. € S+ NI SR

Expect to walk a similar path with Azuiiéhe truth is thathe level of trus you already have in Microsaftthrough
Windows Update and moreis probablyat least as great ashat Azureasks of you

Compliance
hy OS & 2 dzQi@tfustR fu
O2YLX Al yOSo | 2

Blit doSdiplatform enough to get started, the next question that arisefen
g Oly @2dz 6S ada2NB (GKIFG AGQa €S3AFE F2NI &2

Answering this question can be challenging. Different industries have different requiremfamasicial services
firms are typically more constrained than manufacturaampanies, for exampteand the rules also differ across
countries. Add to this the fact that mamyf theselaws and regulations were written before cloud computing
existed and the result is a complex stew of rules.

Still, the laws are being modernizeahd the situation is getting clearer. | Q&  fobeRaimpleltdatusing public

cloud technology is acceptable in many situations. The huge growth in software as a service (SaaS) solutions such
as Office 365 and Salesforce.com CRM makes this dlestas important, Azure has a rangetbird-party
certificationsthat can make compliance easi€For more on this, visit thAzure Trust Center

If you have concerns about wther you can move data to Azure and remain compliant, you might need to get

advice from legal professionals. And there are saihgationsin some industries thaprobablyg 2 y Qi 6 S Of 2 dzR
FNASYRf&@ FT2NJ I 6KAfSd . dzii probably Ehdzanygsu caridp Borevirdyou 2 NBEF Yy AT |
thought you could in the cloud while still complying with the necessary regulations.


http://azure.microsoft.com/en-us/support/trust-center/compliance/

Infrastructure Scenarios

Many IT leaderfirst useAzure to improvehe operational aspects of tTthey start withinfrastructure. Tie most

commonscenarioereinclude the following

Usingcloudstorage

Building a development and test environment

Providingsingle sigron to SaaS applications.

Supporting disaster recovery.
Deploying packaged applications.

Moving exstingapplications

This section looks at each of these, describing both the scenario and why you might want.to do it

Using Cloudstorage

The simplestvay to store data om\zureis to use Azure BlobA blob is just a collection of binary data, and so
Azue blob storageacts much like a SAN in the clouBlobs can be used in many different ways: for backup data,
for storing and streaming video, and more. Perhaps the most common way that organizations begin uséng Azu
Blobs today, though, is through MicsF $ter&imple appliance. Figureshows how this looks
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Figurel: A StorSimple appliance moves data back and forth as needed betweeip@mises disk and lowecost

Azure Blobs



As the figurdllustrates StorSimplerovideshardware that sits in a customer datacenter. Ttévice provides
local storage it has its own disk but it also has connection toAzureBlobs. Datais silentlymoved between the
on-premises device anblobsd 8 SR 2y K2¢ AGQa dzRSRBPOOSHBRSRAAVYRNBEddRYGE

moved automatically to the cloud, then brought backloiNS YA 2 Sa ¢KSy AGQa ySSRSRd ¢KS
SAN, with a bit slower access to soméhafdatait contains

2 Keg R2 (GKAAaK 2 Kl (AareBibbdsBMosiften IHe AnswepiFlowaradsty Sippose, for example,
that your organization stores one terabyte of information in a-gedundant blob. (Gesedundancyhelps with
disaster recovery by storiren instance of the blob in twAzuredatacenters irthe same region, suchs the

United States or Europdf your usersconsume500 gigabytes of outbound bandwidper month accessinthis

blob, the costworks out toaround $10%month for AzureQ @S and Européatacenters, $13@nonth for the Asia
datacenters and $150month for South AmericaL ¥ & 2 dzQ Nd&janizatidn§, thi¥ 8 sighificantly less than
the cost of a terabyte obn-premisesstorage.And because StorSimple encrypts the data it storkesaving the

keys with you, not Microsatt it can be a lowerisk way to begin using this public cloud platform.

Building a Dev/Test Environment

Any organization that creates custom applications needs to provide a development and test envirdoment
building those application®\ development teanmeeds to installspecific toolswhile the test environment must
replicate the world in which the new application will be deployed. Given the cost and time required to provision
LK@ aA Ok f béacGmid@mida o usk Uirtkad machines to do this.

Onel LILINR | OK A& (2 ONBIGS (GKSaS +aa 2y aSNBSNE Ay +y 2NHI
create themon Azure as Figure 2 shows.

L All of the pricing numbers in this paper are current as of-20d4. Prices change frequently, however, and they
always go down. For details on current Azure pricinghég®e//azure.microsoft.com/enus/pricing/overview!/
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Figure2: AzureVirtual Machires can provide an odemand development andest environmentfor creating
new applications

As the figure shows, an IT administrator or a developer can usdzbieeManagement Portal to create VMs in the

cloud (step 1)ThoseVMs are created usinjzurex A NIi dzI £ a | OK A yirfrds@uctirdaSa Skdfide i T 2 Ny Q a
(laaS)ffering. Developers casupply their own VM images useimagesprovided byAzure with support for

both Windows Server and Linu@nce the VMs existhe development teantan use them to build and test a new
application installing whatever software they nee(step 2).

Themain reasons that organizations take this approaoh speed and low costzureVMs are availabléo their

usershy | FTSg YAydziSa:zr 6KAES RSLI 28Ay3d zad Ay l¢gamNBlFYAT Ll
organization pays for public cloud VMs by the haimrices ranging frortwo cents to a little more than a dollar

per hour Tomake this approach even cheapgou can shut dowmhe VMswhen(i K S & QiNdise sfch ds at

night and on weekends

Using Azure for development and test is a ldek way to begin usintpe cloud. The development process
commonlyuses test data tha# 2 yrélseé compliance issues, and developersuseallyquite open to new
approaches that improve their lives.

ProvidingSingle SigrOn to SaaS Applications

'aSNAR KFGS NBYSYOSNRY3I Ydzf GALX S dza SiNJst oh&itheh beRbleltd 3 & 6 2 NR ;
access all of their applications.dn onpremises Windows domajithis problem is solved by Active Directory

whichgives usersingle sigron (SSOip the applications running in that domain

As companies use more and more SaaS applications, however, this chadlappears. How can you give your
users SSO to a range of cloud software provided by diverseox&hdzure Active Directoaddresses this
problem as Figure 3 shows.
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Figure3: Azure Active Directory allows single sigm to SaaS applications running on Azure or elsewhere.

To use this service, an IT administrator in your organization configures a link between yan@ntises Active
Directoryrunning on Windows Servand Azure Active Directory (step Buserthen logs intoyour Windows
domainas usua(step 2),but he cannow access both epremises and cloud applications without signing in again
(step 3).

As the figure shows, Azure Active Directory provides SSO both for SaaS applications running on Azure and SaaS
applications running on other cloud environmentsday, br instance, Azure Active Directory supports Microsoft
offerings such as Office 365 and Dynamics CRM Online. Hugdportsa range of SaaS applications provided by

other vendors, including Google Apps, Salesforce.com CRM, Dropbox, and many more.

Just & Active Directory provides SSO forgremises applications, Azure Active Directory solves this problem for
GKS Of2dzR SNl & ' yR 06S0ldaasS |4 Yzzald 2yteée | KIFakK 2F | dza
a useful but lowrisk way to gt started with a public cloud platform

SupportingDisaster Recovery

Ensuring business continuity in the face of failure is a requirememh&myIT leadersThe usual approach relies

on maintaining backup hardware, sometimes in a separate datacefatr can take over when something goes

GNRPY3Id ¢KAA | LIINRBIFOK ¢2N) as odzi AGQ& SELISyaArgdST &2dzQNB

Why not use a cloud platform instead? Rather than buying and maintaiathghdantphysicalkystemsyou can
use Azure resourcds keep an application runningn some casegou can even pay for those resources only
whena disaster occurs. Figure 4 shows a simple example of how an organizégiaruse Azurdo provide
disaster recoveryor an application
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Figure4: Azure VMs can be used to provide disaster recovery in the cloud.

In this scenariagthe goal is to provide a backup instance of SQL Server for-aneomises application. To do this,

an IT admin creates an Azure virtual miaehrunning SQL Server (step 1)e $tren sets up a SQL Server AlwaysOn
availability group that includes both the goaremises SQL Server instance and the cloud instance (step 2). Once
KSQa R2yS GKAA&AZ OQremiseddatabase wikifefledta inidh& Soucygpy. If the epremises
instance fails, the application will automatically begin using the cloud version (step 3).

Azure also has other disaster recovery options. For example, Azure Site Redlovesyreplicatingon-premises
VMs h the cloud If the onpremises systems fail, the cloud versions can be started to take over the load. Rather
than paying for backup hardware that sits unused most of the time, an organization can pay for Azure VMs only

6KSYy GKS@QNB ySSRSR®

Deploying Pac&ged Aoplications

A typical IT organization wétart using Azure with one of the scenarios already describech asising cloud

storageor creating a development and test environmént h y OS & ®ue@ @S howevst, fydi can start to

rely onAzure for morehan this For example, you might choose to deploy packaged applications in Azure VMs, as
Figure 5 shows.



Azure

Management Portal

ENTERPRISE

Users IT Admin

G Create VMs

Azure

Virtual Machines

SharePoint

w
o
=
N
<
[
[T
O
wv
e}
[~
=
=

e Deploy and configure SharePoint

Figure5: AzureVirtual Machines can be used to run packaged applications such as Microsoft SharePoint.

As i the previous scenargan IT administratorelies onthe AzureManagement Portal to create VMs usiAgure

Virtual Machines (step 1). The administrator then deploys and configurepplicaton Ay G KA & SEIl YLX SZ A
SharePoint in those VMgstep 2). Aaure VMssupporta variety ofpackagedsoftware today, including Microsoft

Dynamics applications, Oracle databases, and more.

Whyrun a packaged application okzurerather than on servers in your own datacer?é®ne commomeasonis

to allow faster deployment. Rather than wait for central I'lptovidethe necessarphysical or virtual servers

business unit can creatszureVMs in minutes, then immediately begin deploythg application (And while

some ClObelieve they cantsp theirbida A y S&da dzyAla FTNRY Ramsgk@n)iKAaz (GKSe& QNB

Running packaged applicationsAaureVMs also lets IT resources become an operating expetker than a
capital expense. Organizations varsome & h & LINB ¥ S NJ {i KrAbat a puifliB cloficpiatBormRrakes) (
the option available Rinning packaged applications éazureis also likely tdoe cheapethan running them on
premises especially as competition continues to force down cloud platform prices

Be aware, thougfthat while Microsoft is responsible for ensuring the security of Azure datacenyers,
organization istill responsible for applicaticlevel security. If you let your users choose weak passwords, for
example, your application will have security challengesn ifthey runin an Azure datacenter

Moving Existing Applications

LT AGQa LI dewpackagsd applicatiRrS bugse G KSy AGQa Fftaz2 LlRaaiotsS G2 Vv
to this public cloud platform. Sometimes call@tland shift this approah once again relies on the laaS support

provided byAzureVirtual MachinesFigure Gllustrates the idea

10



Azure

Management Portal

ENTERPRISE

IT Admin

o Create VMs

Virtual Machines

Application

w
o
=
N
<
F—
w
o
wv
o
o
o
=

0 Deploy and configure application

Figure6: Enterprises can move existing applicationsAaureVirtual Machines

Asbefore, the process begins with creating the VMs (step 1). Rather than deployiey packaged application,
however, the IT administrator instead deploys and configures an existing applitation in those VMs (step 2)
It might be a .NET application usinQlSServer, a Java application using OrackRHP application using MyS@QL,
something elseand it might run on Windows Server or LinAzure suppon all of these technologies

Why do this? The obvious answisthe potential forlower costs. Suppos&r example, that an organization

moves a relatively small application Azure one that can run in two mediuAzureVMs. Suppose further that

this application stores 100 gigabytes of daséad uses 50 gigabytes of outbound bandwidth per month. With these
assumptions, the total monthly cost of running the applicatioan Azuredatacenterwill be around $280 per
month.

Is this cheaper than running thepplication onpremises? Is it more expensive? The honest answer for most
organizations is that they simibl R 2 y Qi 1T dégadnTentdaSkiheir costs on a peapplication basis. This
can maket hard to calculate thevalueof moving an existing application eure which in turn makes this move
hard to justifyL ¥ & 2 dzQ NBthis2eyiatid, Reldcd ty SHart is byvorking outyour current costs for
runningan on-premises applicatiorOnly then can youweallyunderstand thefinancialarguments for moving those
applications toAzure

When you compare Azure costs to-premisescosts, though, be sure to do an apptest LILIX S& O2 YLI NR &2y @
tempting to compare, sayystii KS O02ad 2F o0dz22Ay3 | &aSNBSNI 2 G4KS Fyydz €
correct, however, because using that server will incur other costs: paweling, datacenter space, people to

administer it, and moreTo make good decisions, you need to compare the fully burdened cost of a server with the

cost ofusingthe same resources on Azure.
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New Application Scenarios

Rational eganizations create newustom applications for only one reason: to do something unique. For a
business, this generally means something that brings competitive advantage. Building those applications on a
cloud platform can provide a number of benefits, including faster developraed deployment, more flexibility in
how resources are used, and lower cost.

L {usedul togroupnew applicatiorscenariogor cloud platformsinto three categories

Creating new employetacing applications.
Creating new customefacing applications.
Creating new parallel applications.

This sectiordescribeshow and why you might us@zurein all threeareas

CreatingEmployeeFacing Aplications
UsingAzureto support new applications faan2 NB I Yy AT | A2y Q& 26y S¥YeplognigSSa Oy f 2
packaged applicationg-igure shows one approach
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Figure7: Organizationscancreatenew employeefacing applications that run ozurelaaS

Asin the scenarios shown earliesin IT administrator creates VMs usiigured &  techrolpgy Virtual Machines
(step 1). Once these are available, a newly created application and its data can be depldyedin those VMs

(step2)lt Qa tA1Ste (KI G inKdbthiReppicatiomilla¥sShe doneé ugimyzuieBNis{iathough
AGQa y2d4 AGNROGESE NBIdANBRO®

Why would an organizatiochooseAzureas the foundation foa new employeefacing application? One possible
reason is that this public cloud platform provides capabilities that might be hard totigetwise. Suppose th

12



application needs to be accessible to employees around the world, for example. Bécausbhas datacentersn
many continentsthe application can bdeployednearemployees wherever they might beninimizing network
delays

I LJdzo £ A O O fugadeRasddipricitigEah MBoDe beneficial with some kinds of empltacieg

FLILX AOFGA2yad ¢KAY] Fo62dzi Iy |LILXAOFGA2Y (GKIFGQa dzaSR 2
simultaneous users during these monthly peaks.enterprisecould runmultiple instances of the application in

many VMs during the peaks, then run only a couple of VMs in the slow times. Bgoaysay forAzureVMs by

the hour, thiscanbe less expensive than using computing resourcgsimown datacenter.

A business uhmight also choose to build a new employteing application ofzureto go around its own

central IT organization. Cloud platforms give anybody fast access to computing resources, regardless of what

central IT might prefer. When a business unit is tirgga new application for competitive advantage, such as
AYLINROGAY3I Yy AYUSNYylFf odzarAySaa LINROS&aasx AlG g2v@id 0SS KI |
wants the business value now.

CreatingQustomer-Facing Aplications
Just as buildig new employedacing applications oAzurecan make sense, so can creating new applicatitses!
by your customers. Figureshiows how this might look.

Figure8: Enterprises can createaw customerfacing applicationghat run on AzureQ BaaSechnologies

This scenario is quite similar to the previous one, but with two differences. First, the application is now used by

Odza 12 YSNE | O0SaaAay3a Ad @Al GKS Lldzo AzuréVirtbayMatnhgsshicid { SO2 y R
provides Infrastructureasa Serviee Ly 8 0 S RZ! MdzMB Q& daA & GG ANy I & | { SNBAOS
Unlike laaS, which provides ordinary virtual machines, PaaS offers a managed platform for running applications

and working with data.

2AGK tl {2 GKSNBEQa y2 ySSR (2 FANBG ONBFK(GS +xaaz GKSy R
deploys the application and its data (step 1). Users see no diffetetimy access the application as usual.
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