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Describing OData

Our world is awash in data. Vast amounts etagiay, andmore iscreated every year. Yet data has value only if it
can be used, and it can be used only if it can be accdssagplications and the people who use them

Allowing this kind of broad access to data is the goal ofQpen Data Protocotommonly called jusOData This
paper provides an introduction to ODatdescribingwhat it is and how it can bapplied The goal is to illustrate
why OData is important and how your organization migseit.

The Problem: Accessing Diverse Data in a Common Way

There are many possible sources of data. Applications collect and maintain information in databases, organizations
store data in the cloud, and many firms make a business out of selling data. And just as there are many data
sources, therare manypossible clients: \&b browsersapps onmobile devics, business intelligenc@l)tools,

and more.How can this varied set of clients access these diverse data sources?

One solution is for every data sourcedefine its own approach to exposing dai&hile this would workit leads

to someugly problens. Firstjt requireseveryclient to contain unique code for each data sourceilt accessa

burden for the people who write those clienttust as important, it requires the creators of each data source to

specify and imlgment their own approach to getting at their dataaking each one reinvent this wheé\ndwith

custom solutions on both sidBs G KSNBQa y2 gF& (2 ONBFIGIS Iy STFFSOGABS &S
who build clients and data sources.

Thinking about some typical problems illustrates why this apprdaéhy Q i { K S. Sappasdia WeB f dzii A 2 v
application wishes to expose its data to apps on mobile phdieesnstance Without some common way to do

this, the Web application musmplementits own idiosyncrati@pproach forcing every clienappdeveloper that

needs its data to support this. Or think about the need to connect various BIvdblslifferent data sources to

answer business questions. If eyatata source exposes datadrdifferentway, analyzing that data witharious

tools is hard an analyst can only hope that her favorite tool supports the data access mechanism she needs to get
at a particular data source.

5STAYAYI | 02YY2Yy | LILINE I OK néddaddsagredmedtfon avndNdmodebdaa snd | £ £
a protocol for accessintpat datat the implementations can differ. And given the Wekented world we live in, it

would make sense to build this technology with existing Web standards as much as possilikeXactly the

approach taken by OData.

The SolutionWhat OData Provides

OData definesin abstract data model ana protocol thatlet anyclientaccessnformation exposed by angata
source Figure 1 showsome of the most importanéxampleof clients and data sources, illustrating where OData
fits in the picture



Clients Data Sources

/ Web Browsers \ /c/

(Internet Explorer, ustom Applications
Firefox, ...) (.NET, Java)

Mobile Phones -

(Android, iPhone, Cl_oud Storage .
Windows Phone 7) (Windows Azure
Tables, SQL Azure) ,
Bl Tools
(Microsoft Excel, Content Ma!nagement /\AE
Tableau Desktop) (SharePoint 2010, m
Webnodes)

Custom Applications Windows Azure

(.NET, Java, PHP, ...)

Marketplace /\Aﬁ
/ K DataMarket /

Figurel: Any OData clientanaccess datgrovided byany OData data source

As the figurdllustrates OData allows mixing and matching clients and data sources. Some of the most important
examples of data sources that supp@bData today are:

Custom applications: Rather than creating its own mechanism to expose data, an application can instead use
OData.Facebook, Netflix, and eBay all expose some of th&rmation via OData todayas do a humber of
custom enterprise appliceons. To make this easier to dd)Data libraries areavailablethat let .NET
Framework andlavaapplications act as data sources

Cloud storage: OData is the beiity RF G 1 O00Saa LINRG202t F2N) (lo6tSa Ay
supported br access to relational data in SQL Azasewell! aAy 3 | @ Af 1 06€ftS h5FdF € A0NI
to expose data from other cloud platforms, such as Amazon Web Services.

Content management softwaréior example, SharePoint 2010 and Webnodes both haveihusiipport for
exposing information through OData.

Windows Azure Marketplace DataMarket: Thkisud-based service for discovering, purchasing, and accessing
commercially available datasdets applications access those datasti®ugh OData.

2 KA f Sosslbié @ accdsd an OData dataurce from an ordinary browserthe protocol is based on HTTP
client applications usually rely on a client librafg. Figure 1 shows, the optiosgpportedtoday include

Web browsers: JavaScript code running inside @opular Web browsersuch as Internet Explorer Firefox
can access an OData data sourda OData client library iavailable for Silverlight applicatiorzs well,and
other rich Internet applications caasisoact as OData clients



0 Mobile phones. OData ieht libraries are availabléoday for Android, iOStlle operating system used by
iPhones and iPads), and Windows Phone 7.

0 Business intelligencwols: Microsoft Excel provides a data analysis tool cabedverPivotthat has builtin
support for ODatah 1 KSNJ RS&1G2L) . L G22fta Ffaz2 adzZlJI2NI h5FaGF
Desktop.

0 Custom applicationsBusiness logicunningon serverscan act as an OData client. Support is available today
for codecreated usig the .NET FrameworkavaPHP, and other technologies.

The fundamental idea is that any OData client can access any OData data source. Rather than creating unique ways
to expose and access data, data sources and their clients can instead rely orgthessiation that OData
provides.

OData was originally created by Microsofetwhile severalof the examplesn Figure 1 use Microsoft

G§SOKy 2t 23ASa3X h SohlyitéchnalégylrtXact, Micrasdft Oadhciugietl OData under its Open

SpecificaB Y t NB YA &SI 3Idzl NI y (&S avilability fisr®thdsdNP2 (kAT 28 vadzG K2 y29F (2 R &
support is provided by Microsoffy (in@r@ accurate to view ODatsa generapurposedata accesgechnology

that can be used with many languages andny platforms.

How OData WorksTechnology Basics
Providing a way for all kinds of clients to access all kinds of data is clgadything. BuwK I G Q4 ySSRSR (2 )
the ideawork? Figure 2 showthe fundamentalcomponentsof the ODatatechnology family

Data Source

Client OData
Protocol

OData

Figure2: An OData service exposekata via the OData data model, which clients accesith an OData client
library and the OData protocol

TheODatatechnologyhasfour main parts:



0 TheOData data modl, which provides a generic way twganize and describdata. OData uses the Entity
50415 az2RSf 695a0s GKS alYS | LILINERI OKEFfiKI 1 Q& dzaSR o6& al

0 TheOData protocqlwhich lets a client make requests to and get responses fro@Rata service. At bottom,
the OData protocol is a set of RESTful interactiohsi Q& 2dzad |1 ¢¢t d ¢K24a8S Ay dSNI (C
create/read/update/delete (CRUD) operations, along with an Ollafined query language. Data sent by an
OData service can beepresented on the wiretoday either in the XMtbased format defined by
Atom/AtomPub or in JavaScript Object Notation (JSON).

0 OData client librarigswhich make it easier to create software that accesses data via the OData protocol.
Because OData reliesn REST, using an ODatdJSOA FA O Of ASy i €t AONINB AayQid ad
clients are applications, and so providing {mlt libraries for making OData requests and getting results
makes life simpler for the developers who create those igatibns.

0 AnOData servicewhich exposes an epdint that allows access to datdhis service implements the OData
protocol, and it alsases theabstractions of theOData data modeio translatedata between its underlyig
form, which might be relationdhbles SharePoint lists, or something elggp the format sent to the client.

Given this basic grasp tife ODatali S OK y 2 fpasSildlel gek aib@tter sense diow it can be used. The best
way to do this is to look at some representative ODatanaces.

Using ODataExampleScenarios

BecauséData is a generglurpose data access mechanistrgan be used in many different ways. This section
looks at three representative examples:

0 Using OData to lenobile phones and Web browseascess @ustoml LILX A OF G A2y Qa RI 41
0 Letting application business logic use OData to access data exipabectioud.

0 Allowing different Bl tools to acceds/erse data sourcehirough OData

Accessing ApplicatioDatafrom Mobile Phones and Web Browsers
Users commonly acce¥geb applicationsodaythroughbrowsers. More and more, however, custom client

applications are useih place of browsersspecially on mobile devices. Anthén those client apps need to
FOOS&aa I 2806 LW AOIGA2YyQa FdzyOlAzyltAdes dzaAy3a adl yRI

But exposing dat is harder. Without conventions for doing thilse creator of aeb application needs toreatea

data model (since he probaf @ R2 S&y Qi highl LWLt AI@I SAEARGEES Ay GSNYLFf REGEOI &€
qguery languaget@ allow more than just simple reafilient libraries (to help diverse clients access the data), and

perhaps even tools (to help people create thasents)

! Even though th&DMwas originally created as part of Entity Framework, OData borrowstjegEDM modeling
aspec2 T 9C® !y AYLI SYSy(dlF GA2yitseliif h5FGF AayQd NBIjdzANBR (2



If the application instead exposes its data through OData, life gets significantly sinipéese things are already
available. Figure 3 illustrates thishowing how a custom application can use OData to expose its data both to
client apps on rabile phones and to Web browsers.

e A
Android App

ta Client Libr.
\. J
[+ )

iPhone/iPad App

ta Client Libr
o J
(1 ) - . S

Windows Phone 7 App — 3 Eustont T
ata Client Libr / Application

N J — m

JavaScript Protocol

ata Client Lib

Web Browser

Figure3: Mobile phones and Web browsers can use OData to access data exposed by a custom application.

In this example, data exposed by a Web application is accessed by client apps runniregeatifterent kinds of

mobiledevices Android, iPhongPad and Windows Phone All three rely on OData client libraries made

I At oftS o0& aAONR&a2Fd G(2RlFIeéxX FyR Ffft GKNBS &aSS GKS &l
service. Whemequesting data via the OData protocol, each application can choose the format it wants that data

delivered in: XMhith Atom/AtomPubor JSON.

Similarly JavaScriptoderunning in aWeb browser uses another Microsgftovided OData client library to aess

GKS | LK AOFdA2yQa REFEGFI® ¢KS RIGEFE A& SELRASR daAaAy3dI GKS
protocol. Because thelient is written in JavaScript, it probably elects to have data delivered to it in JSON (although

GKAE AAay SR NBIjUMKANIERO dh 1 Qa4 y20 akK2gy Ay (GKS FAIdzNBESZ aiON
Silverlight supporting more functional browser applications

LGQa AYLRNIFYyG G2 dzyRSNEGFYR GKFG y2idKAy3ebfas2dzi h5F GF
internal datato clients. A client only sees the data model provided by the OData service, not the raw underlying

data. How the application maps its data to the OData data model is entirely up to the developer. If the underlying

data source is rakional tables, for example, she might choose to reflect one or more tables directly in her

F LILX AOFGA2y Qa h5FGF RIFEGEFE Y2RSE X odzi LISNKFLA 2YAG az2ys
an entirely different mapping where the OData datadel is quite different from the underlyingathbase.



Whatever choice she makes, the OData service is free to interpose logic, such as rules for access control, between
Ot ASyita YR GKIFIG RFEGEF® 'aAy3 h5FGF SYSERY00 dXNEF FFIKY G I O
data.

LGQa faz2 AYLRNILIFyG (2 dzyRSNEGFYR GKFG h5FGF Aa RSaAxdy:
YdzOK RI G o la tf2y3 a Ot ASyGa NBIdzSad avylfientl Y2dzyda 2
requests all of the data in, say, a relational tablghat then? Is the OData service obligatedéturn everything

in a single response? The answer is no. Instead, a service is free to define its own page size, then return data a

page at a time.tlcan also provide a continuation indicator, letting the client request the next page. Because of

GKA&asS + OtASyid NBljdzSad F2NJ I €FNBS Fy2dzyd 2F RIEGE ySSR

Exposing Data from a Cloud Application
Cloudf I G F2N¥Ya NS OKFy3IAy3d K2g 6S o0dAfR yR NXzy | LILIX AOF G
data. OData can play a role in these changes.

For example, think about a firm thaellsproducts directly to customers via the Web. Suppose this firm also wishes

to let partner organizations access its product informatiwom their own applications To do this, the firm might

build an application and store its data on a cloud platform, sastthe Windows Azure platforrithis cloud

applicationwill interact with users via browsess usualltcanalsousen 5 i G2 SELIZ &S ®KS | LILI A
softwarecreated by its partnergFigure 4 shows how this looks.

saL  —
Windows Azure -
Azure
B@\_// Application | Windows

Azure 100
Tables
B{rows (i ) M
- 4 PHP Application OData
ta Client Lib Protocol
o \_ — OData
Brows (i N\ Protocol
: Java Application ‘
ta Client Lib \’/
ki ol

Figure4: Diverse applications can use OData to access data storéddrcloud.



As the figure shows, the Windows Azure applicatideracts withcustomers via browsers. This application might

be built usirg the .NET Framework or Jamasomething else Windows Azure supportseveraloptions. Whatever
fly3dza3S AdQa Ayz (GKS FLIWX AOLGA2Yy OFy SELR &&anp¢ hs5F G
partners have created applications using PHP and &mih of which hav®©Data client librdesavailable These

partner applications then interact with theawn users through browsers or perhaps in some other ywaocessing

the cloud data as needed his approach, with an application providing a standaWser interface while also

exposing its data to other applicationis a common way to use OData today.

Apartner applicatiorcan alsauseODatato accessnformation that the cloud application stores in Windows Azure

tables as Figure #lustrates OData is the native access fir@ O2f F2NJ 2 AyR2¢6a& ! 1 dz2NB (I of
authorized to do scanotherapplication can work directly with this information.it Qa Y2 NB 02YY2y G2
expose an OData service from an application rather than directly from a data storepthudpproaches are

possible.

Sa
RI ¢

UsingDiverse Data Sourcesith Different Bl Tools

Business intelligencanalyzingnformationto extract meaningis an important part of how people usata

Analyzing data first requires accessing data, and given the multipfdiy/toolsand data sourcesn use today, this

is a nontrivial problem.Different analysts prefer different tools, and datakeptin differentforms in different
placesMdzOK 2 F Iy 2 Nddatg s likelyitdb2 yirepped dmidBstom and pckaged applicationgor
example while many organizations also keep useful business daghimrePoint listsAnotherpossible source for
dataisa A ONRP &a2F (0 Q& 2AyR2g¢a ! I ,dehddpraviteNd dolidaset ia$ to purchiakmadl NJ S i
access cmmercial data sets

Supposen analystwishesto combine data fromhesevarious sourcesMaybe a retailer is trying to decide where

to locate a new store, for example, and so needs to look at sales information from one of its custom applications,
customer survey data stored in SharePoint lists, and demographic data acquired from DataMarbetrhaps
analyss in a local governmentwish2z | 00Saa SYSNAHSyOé OFtf RFEGF FNRY GKS
police reports stored in SharePoint, and national crime statistics available through DataMasket.6 2 § K Ol 4Sa >
entirely posdile that different analysts wish to use different tools to work with this data.

Tt

The problem iglear. How can we connect multiple clients to multiple data sources? Without a common approach
to exposing and accessing data, the situation is bleak. ODataetpnas Figure 5 shows.



[ - SharePoint 2010 T

-..Ilii,.' Tableau Desktop
| >HHH
A ata Client Libt B stor R

OData —>

Protocol Application

- oac

[ Microsoft Excel
) | PowerPivot

.Il' |hi

‘ta Client Libr o Windows Azure
Marketplace DataMarket

Figureb: Different Bl tools can use OData to access data storedifferent formats acrosdlifferent data
sources

In thisexample, two different analysts using differéBk tools Tableau Desktop andicrosoft Exced a
PowerPivot are accessindata fromthe three data sourcegust listed SharePoint 2010 lists, a custom
application, and Windws Azure Marketplace DataMarkell of these technologiesanuseOData today, and so
making these connections straightforward Because clients and data sources speak the common language of
OData, ho&ing them together gets simpleandanalysts can begin working with new data more rapidly.

Examining OData: A Closer Look at the Technolagy Its Implementation

OData began life asMicrosoft project codenamedAstoria The technology was theenamedADO.NET Data
Servicedefore its protocobnd data modelere separatedut and becameOData. (Th@artsof ADO.NET Data
Services that were focused on théindowsimplemertation of OData are now known &CF Data Servicgs
Whatever the name, though, thieindamentaltechnology of OData has remained the same.

l'a RSAaONAGSR St NI A StNSODdtav@Id N fdad parsditfe dalaznodelKitheybrptochl e dzi
client libraries, and the OData service itself. This section describes all four, beginning with the data model.

TheODataData Model

To provide a general way for any client to access any kind of information, OData provides an abstract data model.
Yet chta @mes in many differenforms, and itcanbe related to other data i@ variety ofways How can a single
data model encompass thilversity?

hs5Fdl Qa | yag SNI A& Inin&Bwagsyainadérd take brithe famiBaReStiyationship model
the BEDM models data asntitiesand association@mong those entitiesThis general approach lets the EDMNiNd



thusOData work with pretty much any kind of dat&igure 6 illustratethe fundamentas of howthe EDM

describes data
_--->| Entity 7 a2 Entity
PEaES ’ ,",——.
" % Entity % i Entity

--->  Entity

- R
Association

Figure6: TheEntity Data Modeldescribes data as entitiesonnectedby associations.

As the figure shows, associations between entities can beteome or manyto-one. An association can also be

unidirectional, as are most of those shoWware, or bidirectional, like the association in the upper right. Whatever
AUNHzOGdzNE Aad dzaASRZ AdQa AYLRNIIFIYy(d G2 dzyRSNBRGFYR GKIFG G
data is storecphysicallyis irrelevant.

The data exposed by @Data service can come from many sources, andth@wdata isnapped to the EDM is up

to the creator of that service. For example, an OData service exposing relational data might represent each table as

an entity, withforeign key relationships amongth®s G+ 6t S& Y2RSt SR | a Faaz20AlGA2yaod
data directly from a set aJavaobjects might model eacbbjectas an entity and the connections amoolgjectsas

associations.

TKSNBEQa Y2NB (2 GKS 95a i owsverdFduel shBwsimbré dodpletgpicuie. | 882 OA |
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Figure7: In the EDM, a entity containerholdsentity sets, while each entity has one or more properties

As the figure shows, the EDM organizes entities indorglehierarchy.Each entity is part of aentity set and
each entity sebelongs toan entity container Entities each of which is of some entity typaso have a simple
structure: They contaiproperties each of which contains data that this entity hold@s. describeéhe data in
properties, the EDM efines a variety of data types, such@itsing, Booleanntl6, Int32 Binary, and DateTime.

Special properties callathvigationproperties represent associationghey implement connections between
entities. In the exampe show here, for example, each entity set might be a table in a relational database, with
each entity a row in that table. Navigation properties represent relationships between rows, such as those
expressed by foreign keys.

Having a generahodel for allkinds of data is essential. Without it, OD&e2 dzf Ry Qi 3IA @S Of ASyia |
diverse datasourcas | aSFdzf & Al AaX (GK2dz3KZI avaplor ansObatdiclieyit®li Sy 2 dz3
send requests to an OData service, then get data batle OData protocalefines how to do thisas described

next.

The OData Protocol

The Mata protocol is based on REST; at bottént, Q& 2.dadzidi Il ¢ &€t oF f 2y S Aay Qi Sy2dzaAK
how data modeled using the EDM should look on the whevto form queries against that datand more. This

sectiontakes a closer look at tiseaspects othe technology



Protocol Basics

AnODataclientaccesses datprovided by an OData serviesing standard HTTRheODataprotocol largely
follows theconventions defined by REST, which define how HTTP verbs ateThgaahost important of these
verbs are:

01 GETReads data from one or more entities

0 PUTUpdates an existing entifyeplacing all of its properties

0 MERGEUJpdates an existing entity, buéplaces only specified propert?es
0 POSTCreates a new entity.

0 DELETE: Removesertity.

As usual with REST, each HTERiest is sent to a specifigR] identifying some point ithe targetODatad S NJOA OS Q&
data model For example, the rodURIfor a sewice might bevww.fabrikam.com/example

A client cartypicallylearn about thedata model used by an OData service by issuing a GET oa S N@®URIS Q a
GAGK abYSGFRFGEE FLIWSYRSR (2 AlGd C2NJ SEFYLX ST Adadaiy3da

http://GET www.fabrikam.com/e xample /$metadata

returns a description of the EDM schema flioe data model exposed by thidData servicelThe returnedschema
is expressdin an XMtbased format callethe conceptual schema definition language (CSBhdan OData client
can examine it to see whahed SNIIA O0SQa RI G Y2RSt 2214 tA{1So®

Like most data access protocols, OData must handle authenticafion does a client prove its identity to an

OData service? The answer is that since OData is based on RE&TIthentication scheme that works in a

RESTful context will work here. For straightforward interactions, communication between OData clients and
services can rely on HTTP Basic Authentication over SSL. For more complex scenarios, Microsoft recommends usin
OAuth 2.

Serializing Data wittAtom/ AtomPub

The purpose of the OData protocol is to let a cligatdata from an OData service. While the EDM defines an
abstract datamodel, it says nothing about how that data should be serialjzed, how it shouldbe represented on
the wire. To fill this gapOData today defines two serialization optionae usinghe XMlbasedAtom/AtomPub
andanother usingJSONBoth are worth looking at, beginning withe more commonly usedtom/AtomPub.

Atom, defined in RFC 82, was originally created to describe information in blogs. It models a bloeas that
provides data tats readers Each feed contains some numbereotries each of which holds the content of a

’a29wD9 A& | OdAad2yY 1¢¢t YSGK2R RRSR o0& h5ldH Q&8 ONBLF (2N
method to provide the same functionality. The next version of OData will support both MERGE and PATCH.

13



particularblog entry.AtomPub, officially known asi¢ Atom Publishing Protocol, defines the notion afeavice
that contains one or moreollections It also defines a set of RESTful interactions for accessing a service.

Taken togetherAtom and AtomPubdefine a hierarchical model for data, as Figush8ws.

AtomPub Service
Collection Collection Collection
| AN
Atom Feed Atom Feed Atom Feed

Entry Entry Entry
Entry Entry Entry
Entry Entry Entry
Entry Entry Entry

Figure8: Atom and AtomPuliogether define an XML representation of data organized into a hierarchy.

1588

1588

In the Atom/AtomPub world, each collection is mapped to a feed. For a client to learn what blogs a particular site
makesavailable, it can ask the AtomPub service for the collections it contains, then access the feed that each
collection representsThe Atom and AtomPub specifications define how to represent this in XML, providing a
concrete way to send information acrosgetnetwork.

All of this raises an obvious question: What does a data model originally created for blogs have to do with the kind

of general purpose data access that OData allows? The answer is that from its humble blog origins, Atom/AtomPub
has grown intaa widely usedpproachfor working witha variety ofdata on the Web(In fact, the creators of

AtomPub explicitly intended to design something that would be more broadly us€fiven this popularity,

hs5lF GFQa ONBLF (2NBE OK?2 a RatienZormatRadrihan sréiate Tatndthingylew.- a[ aSNRAF f A

Like the EDMAtom/AtomPub organizes information into a hierarciyservicecontainscollections each of which
corresponds to deed, with each feedcontainingentries Mapping the EDM to Atom/AtomPub igaghtforward,
asFigure Sshows



Atom/

AtomPub EDM
Service ﬂ Entii.ty
Container
Collection/ .
Entity Set
Feed C/F C/F y
Entry E E E E Entity

B Goo 00 cevcer I

*OData-defined extension to Atom

Figure9: OData can use Atom/AtomPuto serializeEDMdefined data for transmission across the wire

As the figure shows, an AtomPub service corresponds to an entity container inAaDMomPulcollection

together with the AtomfeedA (G Qa | & & Asthappeidl ® Bn EDM énkity seAn Atomentry corresponds to

an EDM entitywhile both hierarchies represent actual data values as prope(desmR 2 Say Qi RSFA Y S
however this is a extension added by ODaja.

To get a concrete sense of how these abstractions are used, think abouh@iData service might map datea

relational database first into the EDM, then imddom/AtomPub for tansmission to a client. Figure $0mmarizes
the relationships.

15
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Figurel0: Relational data can be mapped first to the EDM, thenAtom/AtomPub for transmission to an OData
client.

Like the EDM andtom/AtomPub, a relational database organizes data into a hierarchy. At the top is the database
itself, which contains tables. Each table holds some number of rows, while each row contains a set of column
values. Mapping this to the EDM aAtbm/AtomPub, the deabaseitself corresponds to an EDM entity container,
then to an AtomPub service. Each table becomes an EDM entity set, representedtmsra®ub collection and an
Atom feed Each row in the tablis an EDM entity and an Atoemtry, while each column valusecomesa

property in both EDM and Atom

To understand how this actually looks on the viire A (i Qté wallizthrSufldzin example. Figure $hows a
simple reldional database with two tableCustomers and OrderBoth tables have three columns, andth@re
exposedby an OData service with théRIwww.fabrikam.com/example . To begin accessing the data this
service provides, an OData cliaran issuean HTTP GET on thi] as Figure 1&hows.
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